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Ϋϥ΢υʹ͓͚ΔIntel SGXΛ༻͍ͨ
VMͷ҆શͳ؂ࢹػߏ
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զʑ͸ SGXΛαϙʔτͨ͠ Xen 4.7Λ༻͍ͯ SGmoni-
torΛ࣮૷ͨ͠ɽSGmonitorͰ͸ɼSGXԾ૝ԽΛ༗ޮʹ͠




ͨ IDSͷ։ൃʹ LLView [11]Λ༻͍Δ͜ͱʹΑΓɼಁաత
ͳ OSσʔλͷऔಘΛ࣮ݱ͢ΔɽSGmonitorΛ༻͍࣮ͯݧ




































































ΔɽHyperGuard [7]ͱ HyperSentry [8]͸ CPUͷγες
ϜϚωδϝϯτϞʔυʢSMMʣΛ༻͍ͯ IDSΛ҆શʹ࣮ߦ

























































































































Ͱ͸ VMΛ্ཱͪ͛Δࡍʹɼͦͷ VMʹׂΓ౰ͯΔ EPC
ͷαΠζΛܾΊΔ͜ͱ͕Ͱ͖ΔɽSGmonitorͰ͸ɼIDSΛ
࣮ߦ͢ΔͨΊͷ VMͱͯ͠ɼEPCΛׂΓ౰ͯͨ VMΛ࡞
੒͠ɼͦͷ VMΛ IDS VMͱݺͿɽ





































ਤ 4 OS σʔλͷ҉߸Խ
4.3 OSσʔλͷऔಘ







































init_task = (struct task_struct *)0xffffffff81e11500;
p = init_task;
do {
snprintf(str, 256, "pid: %d\n",p->pid);
ocall_print(str);





} while (p != init_task);
}
ਤ 5 ϓϩηεҰཡΛऔಘ͢Δ IDS
init taskม਺Λ։࢝఺ͱ͢Δ task structߏ଄ମͷ॥؀Ϧ
ετ͔ΒϓϩηεҰཡΛऔಘ͍ͯ͠Δɽͦͯ͠ɼOCALL


















%1 = load i64, i64* %jiffies
%2 = udiv i64 %1, 250




%1 = bitcast i64* %jiffies to i8*






















%2 = call i8* @g_map(i8* %1)
%3 = bitcast i8* %2 to i64*
%4 = load i64, i64* %3
%5 = udiv i64 %4, 250
͜ͷதؒදݱͰ͸ jiﬃes ͷΞυϨεΛ 8 Ϗοτ੔਺ͷϙ
ΠϯλʹΩϟετͯ͠%1 ʹ֨ೲ͠ɼͦΕΛҾ਺ͱͯ͠






































































ݧΛߦͬͨɽ࣮ݧʹ͸ɼIntel Xeon E3-1225 v5 ͷ CPUɼ
8GBͷϝϞϦΛ౥ࡌͨ͠ϚγϯΛ࢖༻͠ɼԾ૝ԽγεςϜ
ʹ͸ Xen-SGX 4.7Λ࢖༻ͨ͠ɽ؂ࢹର৅ VMʹ͸ 2ݸͷ
Ծ૝CPUͱ 2GBͷϝϞϦΛׂΓ౰ͯɼOSʹ͸ Linux 4.4
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